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1. IossicHUTEIbHAA 3AMUCKA

1.1. Heab n 32124 JTUCUMILIIMHBI

Llenp AUCHUILIMHGL:

[IPOrpaMMHO-aINapaTHOMN 3aIUThl HHPOPMAIIIH.

3anaun: u3ydeHue MHQPPacTpyKTypbl OTKPBITHIX KIIFOYEH, OCBOCHUE MPUHLUIIOB (HOPMUPOBAHHS

pPa3sBUThL |y CJIymElTCJICfI noaxoa K PpCHICHUIO TCXHUYCCKUX 3adad

AIIEKTPOHHOM MOJIUCH, BBIPAOOTKA YMEHUN HACTPOMKU KOMIIOHEHTOB UH(PPACTPYKTYPHI.

1.2. IlepeyeHb IVIAHMPYEMBbIX Pe3yJabTATOB 00y4eHUSs MO AUCHHUILUIUHE, COOTHECEHHBIX C
HHAMKATOPAMH AOCTUKEHHUSI KOMIIETeHIM I

KoMmnerennus
(Koa ¥ HAMMEHOBAHUE)

Nuaukaropsl
KOMIIeTEeHIIH I
(ko1 ¥ HAaUMEHOBAHME)

PesyabTaThl 00yyeHus

IIK-6

Cnocoben npunumams yyacmue
8 Op2aHu3ayUU U NPOBedeHUl
KOHMPOIbHBIX NPOBEPOK
pabomocnocobrocmu u
aghghexmusnocmu npumensemuix
NPOSPAMMHBIX, NPOSPAMMHO-
annapamueix U MexHUYecKux
cpeocma 3auumsl UHGopmayuu

IIK-6.1

3naem oyenxu
pabomocnocobHocmu
NpUMEHSIeMbLX CPeOCma
3auumol uUHGoOpMayUu ¢
UCNONb308AHUEM
WmamHuvlx cpeocma u
Memooux

3namu: oyenku pabomocnocobrocmu
NPUMEHAEMBIX CPEOCME 3aUUmbl
uHpopmayuu ¢ UCNOIbL308aHUEM
npuxnaonoeo 110 Crypto Pro u XCA

1IK-6.2

Ymeem oyenumo
aghhexmuenocmu
NPUMEHSeMbIX CPeOCmE
3auumsl UHGopmayuu ¢
UCNOIb308AHUEM
WMAMHBIX CPeOCme U
Memooux

Ymemuw: oyenums 3¢ppexmusnocmu
NPUMEHAEMBIX CPEOCME 3aUUmbl
uHpopmayuu ¢ UCNOIL30BAHUEM
npuxnaonoeo 110 Crypto Pro u XCA

I1K-6.3

Braoeem nasvikamu
onpeoenenust yPOGHs
3auuyeHHoCmu u
0oeepusi cpeocmas
3awumol ungopmayuu

Braoemvw: nasvixamu onpedenerus
VPOBHS 3aWUWeHHOCTU U 008ePUsL
cpeocma 3auumsl UH@Gopmayuu Ha
npumepe 110 VeraCrypt u Crypto Pro

1.3. MecTo iucuMnjMHbI B CTPYKTYpe 00pa3oBaTe/IbHOM NPOrpaMMbl

Huctunnuna «HppacTpykTypa OTKPBITBIX KIIIOUEH, YIOCTOBEPSIONIUE LIEHTPBD) OTHOCUTCS K
yactu, (GOpMUPYEMOHl ydacTHUKaMHU OOpa3oBaTENbHBIX OTHOIICHUWN ONOKa IUCHUIUIMH Y4eOHOro

I1aHa.

2. CTpyKTYypa IUCHUILINHBI

O6mas TpyA0EMKOCTh IUCHUIUIHHBI COCTaBiseT 3 3.¢., 108 akagemMuueckux yaca.




CTpyKTypa AUCUMIIMHBI 151 04HOH opMbI 00yUeHUst

O0bemM auctUIIMHBL B (OpME KOHTAKTHOW DPAOOTBI 0OydYaromuxcsi ¢ TeAaroruiecKuMu
paOoTHUKaMu W (WJIM) JHMLAMH, NPUBJICKAaeMbIMH K pealu3aluu 0o0pa30BaTeNbHON MpOrpaMMbl Ha
WHBIX YCJIOBHSIX, TIPH ITPOBEICHUH YICOHBIX 3aHATHM:

Cemectp | Tum ydeOHBIX 3aHATHI KonuuectBo
4acoB
5 Jlexuuu 24
5 [IpakTyeckue 3aHATHS 36
5 IIpomexyToUuHasi aTTeCTalus 18
Bcero: 60

O0beM AUCIUILTUHBI (MOYJIsl) B hOpME CAMOCTOSITENLHOW PAaObOThl 00YYAIOIINXCS COCTABIISIET
30 akazeMMYECKHUX Haca.

3. Copep:kanue TUCHUNIMHBI

Ne | HaumeHoBaHue pa3zjena Coaep:xanue
AUCIHUILIHHBI

1 KommnonenTs! nuuppacrpykrypsl | PKI peanusyercsa B Monenu KinueHT-cepBep, TO €CTb
OTKPBITBIX KJII0O4eii MpOBEpKa Kakou-1u00 nHopmanuu,

Ipe0CTaBIIEMON HHPPACTPYKTYPOH, MOKET
MPOUCXOAUTH TOJIKO MO MHUIIMATUBE KIHEHTA.
OcHoBHble KoMnOHeHTHI PKI:

VY nocrosepsroniuii ieHTp (Y1) siBnsieTcss oOCHOBHOM
CTPYKTYpOH, hopmupyromielt udpossie cepTUGUKATHI
MOTYMHEHHBIX LIEHTPOB CEPTU(PUKAIINYI U KOHEUHBIX
nosip3oBareneil. Y1 saBisiercs riiaBHbIM KOMIIOHEHTOM
PKI:

OH SIBJISIETCS IOBEPEHHOU TpeThel cTopoHoH (trusted
third party)

3TO CEPBEP, KOTOPBIN OCYIIECTBIAET YIIPABICHUE
YKU3HEHHBIM LIUKJIOM CepTU(PUKATOB (HO HE UX
HENOCPEACTBEHHBIM HCIIOJIb30BAHUEM).

2 HopmatuBHo-mMeToauyeckasi 6aza | Ceprudukar OTKPHITOTO KJIFOYa (Yalie BCEro MPoCTo

HCII0JIL30BAHUSA YJIEKTPOHHOM CepTU(UKAT) — ATO JaHHBIE TTOJIB30BATENIS U €T0
NOJNMHUCH JJIsl IPUAAHUS OTKPBITBIN KJTH0Y, CKPEIUIEHHBIE 3JIEKTPOHHOM
OPUANYECKOH 3HAYUMOCTH HOJIMCHIO YIOCTOBEPSIOLIETO IIEHTpa. Brimyckas
3JIEKTPOHHBIX TOKYMEHTOB cepTu(dUKaT OTKPHITOTO KIII0Ya, YI0CTOBEPSIONIHI

[EHTP TEM CaMBIM MOJATBEPKIAET, YTO JIULIO,
MOMMEHOBAaHHOE B CepTU(UKATE, BIAJACET 3aKPbITHIM
KITFOYOM, KOTOPBIA COOTBETCTBYET TOMY OTKPHITOMY
KITIOYY.

Penozuropuii — xpanunuuie, coaeprkaiiee
cepTUHUKATH U CIUCKH OTO3BAHHBIX CEPTU(PUKATOB
(COC) u cimykaiuee a7t pacpoOCTPAHEHHS STHUX
00BEKTOB cpenu noJib3oBateneil. B denepansaom
3akoHe PD Ne 63 «O0 31meKTpOHHON TOAMHUCHY OH
HAa3bIBACTCS PEECTP CEPTUMPHUKATOB KIIOUCH IMOAIMHCEH.




CtpykTypa undpoBbIx
cepruukaToB

Crpykrypa ceprudukara

e Bepcus

e CepuiiHblii HOMEp

e UWnentuduxatop anropurMa noAnucu

e Mg u3pgarensa

e [lepuon neiicTBus

e Uwms cyObexTa

e Hudopmanus 06 OTKPHITOM KJTt0Ue CyObeKTa:

e AJropuUTM OTKPBITOIrO KJIFOUa

e OTKpBITHIN KJTI0Y CyOBEKTA

e VHUKaJIbHBIN UACHTU(UKATOP U31ATEIs
(00s13aTEIIBHO TOJIBKO JJIs1 V2 1 V3)

e VHUKaIbHBIN HACHTU(UKATOP CyOBEKTa
(00s13aTEIIBHO TOJIBKO JJIs1 V2 U V3)

e Jlononuenus (ans v2 u v3)

e Bo3MoOXHBIE TOTOJHUTEIIBHEIC JIETAIN

e AJroput™m moamucu ceptudukara
(00s13aTENBHO TOJIBKO 117151 V3)

e Iloamuck ceprudukara (00a3aTeNBHO TSI BCEX
BEPCHIN)

DyHKIUH YI0CTOBEPHAIOLIEro
LHeHTpa

Peructpanmonnsiii nentp (PLl) — HeoOs3aTenbHBbIIM
KOMIIOHEHT CUCTEMBI, IPEeIHA3HAYCHHBIHN JJIsI
peructpauuu noJjipzoBarenen. [nsg stux uenen PL]
0OBIYHO MPEOCTABISIET BEO-UHTEP(DEiC.

Y 10CTOBEPSAIOLIUHI LIEHTP JOBEPSIET
perucTpanoHHOMY LHEHTPY MPOBEPKY MH(OPMALIUHU O
cyOBekTe. PerucrpanioHHbIN IEHTP, TPOBEPHUB
MPaBWIBHOCTh UH(OPMALIMH, TOMUCHIBAET €€ CBOUM
KJIFOUOM U NIEPENAET yAOCTOBEPSAIOIIEMY LEHTPY,
KOTOPBIN, IPOBEPUB KJIFOY PErUCTPALMOHHOIO LIEHTPA,
BBHIMKCHIBAET cepTudukar. OAuH perucTpaluoOHHbINA
LEHTP MOKET pabOTaTh C HECKOJIbKUMHU
YAOCTOBEPSIOLIMMU LIEHTPaMH (TO €CTh COCTOSITh B
Heckonbkux PKI), oqun ynoctoBepstoiuii ieHTp
MOJKET paboTaTh C HECKOJBKUMH PETUCTPALMOHHBIMU
ueHrpamu. MlHoraa, y1oCTOBEpAIOIINN LEHTP
BBINOJTHACT (PYHKIIMHU PETUCTPALIMOHHOTO IIEHTPA.

Hcnoab3oBanne pyHkuumii
nposaiiaepa
KpUNTOrpaguyecKux ycayr

ApXHUB cepTH(PHUKATOB — XPAaHWINIIE BCEX U3TAHHBIX
Kora-au0o cepTuuKaToB (BKIIOYAsk CEPTUPHUKATHI C
3aKOHYMBIIMMCS] CPOKOM JIEHCTBHSI). APXHUB
MCIIOJIB3YETCS ISl IPOBEPKH MOAJIMHHOCTH
3JIEKTPOHHOM MOJMKCH, KOTOPOU 3aBEPSIIUCH
JIOKYMEHTHI.

LleHTp 3ampocoB — HEOOSI3aTEIBHBIN KOMIOHEHT
CUCTEMBI, IJI€ KOHEUHBIE [10JIb30BATEIN MOTYT
3alpPOCUTh WJIM OTO3BAaTh CEPTU(PUKAT.

KoHeunble n01p30BaTENN — M10JIB30BATENH,
MPUIIOKEHUS WIH CUCTEMBI, SIBJISIOLINECS BIaJelIblIaMU
cepTU(HKATA U HCIIONIB3YIOIINE HHPPACTPYKTYpy
YIOPaBJIEHUS] OTKPHITHIMU KIHOYaMH.




4. O0pa3oBaTesibHbIC TEXHOJIOTHH

Ne .

u/n HanmenoBanme pasgena |Buabl yueOHbIX 3aHATHIT Oo0pa3oBaTte/ibHbIE TEXHOJIOTHHA
2 3 4

1. |Komnounenmeor Jlexyus 1. Tpaouyuonnas ¢ ucnorv3osanuem
ungpacmpyxmypol npeszenmayuil

OMKpbvlmbvlx Knouetl

CamocrosiTenbHas padboTa

H3yyenue mamepuanog nexyuil,
mecmuposanue

2 |Hopmamusno-
Memooudeckas 6aza
UCNONb308AHUSL
91eKMPOHHOU ROONUCU OJisL
npudaHus IPUOUYecKoll
3HAYUMOCIU INIEKMPOHHBIX

Jlexyus 2.

CaMocrosTenbpHas pa60Ta

Tpaouyuonnas ¢ ucnonv3osanuem
npesenmayuil

H3yll€Hue mamepuailos JZeKlﬂztlZ,

0OKYMEHmMO8 mecmuposanue
3 Cmpyxmypa yugpogvix Jlexyus 3 Tpaouyuonnas ¢ ucnorv3osanuem
cepmuguxamos npesenmayuii
Ilpakmuuecxoe 3auamue 1. |Bvinonanenue 3a0anus
CamocrosiTenpHas pabora H3yuenue mamepuanos nexyuil,
mecmuposaHrue
4 DyHryuu Jlexyus 4 Tpaouyuonrnas ¢ ucnoiv3o8aruem

yoocmogepsiouje2o yenmpa

Ipaxmuueckoe 3anamue 2.

CamocrosrenbHas pabora

npeseHmayuil
Buvinonnenue 3aoanus

H3yquue mamepuailos JZeKI/;Z/lZZ,
mecmupoearnue

5 |HUcnonvzosanue ghynxyuil
nposaiioepa
Kpunmozpaguieckux yciye

Jlexyus 5.1
Jlexyus 5.2

IIpakmuueckoe 3auamue 3.

CamocrosTenpHas pa60Ta

Tpaouyuonnas c ucnonv3osanuem
npezenmayuti

Boinonnenue 3aoanus

H3yuenue mamepuanog nekyut,
mecmuposarue

B mnepuwon BpeMEHHOro TNPUOCTAHOBJICHHS TOCEIHICHHS OOYyYaroUUMUCA TTOMEIEHUN
tepputopuu PITY st opranuzanuu yueOHOTo mpoiiecca ¢ MpUMEHEHHEM 3JIEKTPOHHOTO 00Y4YEeHHS 1

JUCTaAaHIIMOHHBIX
06pa3OBaTeJ'II>HBIe TCXHOJIOI'UH:
— BUACO-JICKIIUU

o0pa3oBaTeNbHbIX

TEXHOJIOTUN

— OHHaﬁH—HeKHHH B PCIKUMEC PCAJIbHOT'O BPEMCHU
— JJICKTPOHHBLIC y‘-Ie6HI/IKI/I, y‘IC6HBIe HOC06I/I$I, HAYYHBIC U3JaHUA B 3JICKTPOHHOM BHJAC U JOCTYII
K MHBIM 3JICKTPOHHBIM 06pa3OBaTeJ'II>HBIM pecypcam;
— CUCTEMBI JJIs 3JICKTPOHHOT'O TCCTUPOBAHUA,
— KOHCYJIbTAllUH C UCTIOJIb30BAHNEM TCICKOMMYHUKAIIMOHHBIX CPCIACTB.

MOTyT  OBITb

HCITIOJIB30BaHbI

n

CJIeIyIoIIne



5. OuneHka IVIaHUPYeEMBbIX Pe3yJbTATOB 00y4eHHs

5.1. CucreMa onieHUBAHU A

dopMa KOHTPOJIS Makc. K0J1u4ecTBO 0AJJIOB
3a ogny padorty Bcero

Texymmit KOHTPOJIb:

— mecmuposarue (memul 1-5) 5 6annos 30 6annos

— npakxmuueckoe 3a0arue (memul 3) 6 bannos 6 bannos

— npakmuueckoe 3a0anue (memol 4-5) 7 6annos 14 6annos
[TpomexxyTOUHAas aTTECTAIUS — 9K3AMEH 40 GamioB
HToro 3a cemecTp 100 6ammoB

[TomyyeHHBIM COBOKYIHBIN pe3yabTaT KOHBEPTUPYETCS B TPAJAUILIMOHHYIO LIKATy OILICHOK U B
niKany oueHok EBponelickoil cucteMsl nepeHoca u HakorieHus: kpenutos (European Credit Transfer
System; nanee — ECTS) B cOOTBETCTBUU C TaOIUILICH:

IIxaia
100-6amnpHas mkana | TpaguimoHHas mIKajia ECTS
95 -100 A
2394 OTJINYHO B
68 — 82 XOPOIIIO 3a4TCHO C
56 — 67 D
5055 YIOBJIETBOPUTEIHHO E
20-49 FX
0-19 HEYJOBJICTBOPUTEIBHO HE 3aYTEHO F

5.2. Kpurepuu BbICTABJIEHHSI OLIEHKH 110 JUCHHUILIUHE

Bamnasl/ | Ouenka mo Kpurtepun oneHku pe3yJibTaToB 00y4eHHUs 0 AUCHUIINHE

Mlxana | gucHMIINHE

ECTS

100-83/ OTJINUHO/ BricTaBnsieTcs 00yJaromeMycs, €Clii OH TITyOOKO U MPOYHO YCBOWI TEOPETUICCKUN U

AB 334YTEHO MPaKTHICCKUAN MaTepHa, MOKET NPOJEMOHCTPHPOBATH 5TO Ha 3AHATUAX H B XOZE
MPOMEKYTOYHON aTTeCTAIlNH.
OOy4Jaronuiicss NCUEPIIBIBAIOINIE M JIOTHIESCKHA CTPOWHO M3JIaraeT y4eOHBIH MaTepha,
yMeeT YBS3BIBAaTh TEOPHIO C TMPAKTHKOH, CHOpPaBIseTCA C pEHmIeHHeM 3a1ad
npodecCHOHaIbHON HANpPaBIEHHOCTH BBICOKOTO YPOBHS CIOXHOCTH, IPABHIBHO
00OCHOBBIBACT MIPUHATHIC PEIICHUS.
CBO0OOIHO OPUEHTHPYETCS B yUeOHOM U MPO(heCCHOHATBHON JIUTEpaType.
OneHka N0 JUCUUIUIMHE BBICTABJIAIOTCS OOydarollemycs ¢ Y4ETOM pe3yJbTaToB
TeKyIell U MPOMEeXYTOUHOH aTTeCTaIUH.
Kommerennuun, 3akperuiéHHble 3a JUCHUIUIMHOW, C(HOPMHUpPOBAaHBI Ha YpPOBHE —
«BBICOKHIY.

82-68/ Xoporro/ BericraBnsiercss oOydaromemycs, €ci OH 3HAeT TEOPETHUECKMH M TPaKTHYeCKHH

C 334YTEHO MaTepHall, TPaMOTHO M IO CYIIECTBY H3JaracT €ro Ha 3aHATHIX H B XOJHE

MIPOMEXYTOYHOM aTTeCTallH, HE JOIYCKas CYLIECTBEHHBIX HETOUHOCTEM.
OOy4aronuiicss TPaBWIIBHO MPHMEHSIET TEOPETUYECKUE TIIOJIOKEHUS IIPH PEUICHUN
MPaKTHYeCKUX 3aJad  Npo(ecCHOHATBFHOW  HAMpaBICHHOCTH pa3HOTO  YPOBHS
CII0)KHOCTH, BJIaJIeeT HEOOXOAUMBIMH JIJISl 3TOTO HABBIKAMH U TPUEMAMHU.

JlocTaTo4HO XOPOIIIO OPUEHTHPYETCS B yUeOHOH U IpOodeCcCHOHANBHOM TUTEpaType.
OneHka N0 JUCUUIUIMHE BBICTABJIAIOTCS OOydarollemycs ¢ Y4ETOM pe3yJbTaToB
TEKyLIeW U IPOMEXYTOUHOM aTTECTalUH.

KomnereHuyn, 3akperui€HHble 3a JTUCHUILIMHOW, C(POPMUpPOBaHBI Ha YpPOBHE —
«XOPOLIMAY.




Banany/
HMIkaJnaa
ECTS

OueHka mo
AUCUUILIHHE

KpnTepml OICHKHU pe3yjabTaToB oﬁyqe}mn o JMCHMIIVINHE

67-50/
D.E

yIOBJICTBO-
puTeIbHO/
3a4TCHO

BeicraBnsiercst oOyuaromeMycs, i OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHUECKHUN H
MPaKTHYECKUI MaTepHall, JIOMyCKAeT OTAEIbHBIC OMUOKM TPH €ro H3JIOKEHWH Ha
3aHATUAX U B XOJI€ MPOMEKYTOUHON aTTECTALINN.

OOyuaromuiicsi ~ UCTBITBIBAET  ONPEICIEHHBIE  3aTPyJHEHUs B IIPUMECHEHHH
TEOPETHUYECKUX IOJIOKCHUH MpPU PELICHUH NPaKTHYECKUX 3a/1ad NMpoecCHOHATBHON
HaTpPaBIEHHOCTH CTAaHIAPTHOTO YPOBHSA CIOXKHOCTH, BIIAJE€ET HEOOXOTUMBIMH IS
3TOro 6a30BHIMH HABBIKAMH U IIPHEMAMHU.

JleMOHCTpHpYeT A0CTaTOUHBIN YPOBEHb 3HAHHS YUEOHOM JINTEPATyPhI 110 AUCIHUILUINHE.
OneHka NO JUCHUIUIMHE BBICTABIAIOTCS OOydarolmemycs ¢ Y4ETOM pe3yJbTaToB
TeKyIell ¥ IPOMEeXYTOUHOH aTTeCTaIUH.

Kommnierennuu, 3akperuiéHHble 3a JTUCHUIUIMHOW, C(HOPMHUpPOBAaHBI HAa YpPOBHE —
«JIOCTATOYHBINY.

49-0/
F,FX

HEYI0BJICT-
BOPUTENHHO/
HE 3a4TCHO

BeicraBnsiercst 00yJaromeMycsi, eciii OH He 3HaeT Ha 0a30BOM ypOBHE TEOPETHUECKUH
W TPaKTHIECKUIl MaTepHuai, IOMyCKaeT rpyOble OMMOKH IIPH €ro H3JI0KCHUH Ha
3aHATHAX U B XO/I€ IPOMEXYTOUHON aTTeCTalnH.

OOyuaronuiicsi UCIBITHIBACT CEPhE3HBIC 3aTPYAHEHHS B IIPUMEHEHHN TCOPETUYECKUX
MOJIOXKEHHUH MPU PELICHUH MPAKTUYECKUX 3a7a4 NpodecCHOHAIbHON HaNpaBIeHHOCTH
CTaHAaPTHOI'O YPOBHS CIOXHOCTH, HE BlIajieeT HEOOXOIUMBIMH IS 3TOT0 HaBBIKAMH U
IpUEMAMH.

JeMoHcTpupyeT (parMeHTapHble 3HaHHUS Y4EOHOI JTUTEpaTyphl 10 JUCHHUILUIMHE.
OneHka N0 JUCHUIUIMHE BBICTABIAIOTCS OOydaromemycs ¢ Y4ETOM pe3yJjbTaToB
TeKyIlel ¥ IPOMEeXYTOUHOH aTTeCTalUH.

Komnerennuu Ha ypoBHE «JOCTaTOYHBIMY», 3aKpeIIEHHbIE 3a IUCLUIIIMHOMN, He
copMUpOBaHEI.

5.3. OueHouHble cpeacTBa (MaTepHAaJIbl) ISl TEKYILIEro KOHTPOJIsSI yClleBaeMOCTH,
NMPOMEKYTOYHOM aTTeCTAMH 00Y4aIOLIUXCS N0 UCHHILIHHE

1.

3.

4.

5
6.
7
8

el

Ilpumepnvle KOHmpoabHBIE 80NPOCHL 015 IK3AMEHA
OpranuzanudonHas cTpykTypa cucrteMsl artectaiuu OU u ux @ynkmuu. Kakue OU
noJjIekat 00s3aTeIbHON aTTeCTAIINH.

2. ®epepanbHbIC OPTaHbl IO ATTECTAIMU U UX (PYHKITUH.
Opransl 110 aTTecTaui 00bEKTOB U UX PpyHKIMU. 3a7aun U GYHKIIUU OpraHa 1o
aTTeCTalUH.
JlesTeNnbHOCTh aTTEeCTAIIMOHHBIX KOMHUCCHIA.
CepTtudukaiiys OTKpBITOro KItoua.
Jlorndeckas ctpykrypa u komnoHeHTsl PKI.
Pucku ucnons3zoBanus DLI1.
3asBuTenu u ux QPyHKIMU. 3asBKa Ha npoBeeHue arrectaruu OU.
[Topsimok mpoBeAeHHS aTTecTanuu 00beKTOB HHPopMaTuzanuu. ComepikaHue 3asBOK.
[Topsimok B3auMOAEHUCTBUS 3asIBUTENS M OpraHa Mo MPOBEICHUIO aTTeCTallUu.

. IlpoBenenue sKcnepTU3 NMEKTPOHHBIX JOKyMeHTOB ¢ DIT/DLIT.

OpFaHI/I3aHI/IOHHO-H_ITaTHOC obecneyeHne ACATCIIbHOCTH yu

. Ocuosusbie noaaTusa texuoinoruu PKI.

DOyHKIUK yIOCTOBEPSIONIETO IEHTPA.

[Tponetypa odopmiieHus 3as1BOK Ha MoxydeHus ceprudukara B YL

Crpykrypa nudposoro ceprudukara dpopmara X.509 v.3

3axmounTenbHbIN dTan arrectanuu OU. Y cinoBus moiryueHus arTecraTta COOTBETCTBHS.

. Yro JOJIDKHO COACPKATh 3aKIIFOYCHUC aTTEeCTAallMOHHON KOMHCCHH.

Criucku 0TO3BaHHBIX CEPTH(PHUKATOB.

OKcIlTyaTalus aTTeCTOBAHHOIO OOBEKTA.

Paccmotpenue anemrsanmii o Bonpocam arrecrauuu Y11,
Nurtepdeiic OC Windows ajist paboThl ¢ cepTuduKaTamu.
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23. IIpumenenue DII qis obecriedeHrs: IOPUINIECKON 3HAYMMOCTH HJIEKTPOHHBIX JOKYMEHTOB.
24. Ilpouenypsl popmupoBanus u nmpoepku JI1.

25. Hocurenu kiaro4eBoil HH(pOpMAIIHH.

26. @Oynkumu kpunromnposaiiaepa Kpunronpo-CSP

27. Artrecraunonssle ucnsiTanusa BII. Uto BxoauT B npoBepky cuctem 3U.

28. HHurterpamus GyHKIMI KpUNTONIPOBaiaepa B 0DHCHBIC TTAKETHI.

29. Ucnonn3oBanue Y1I.

30. Buger OIIII.

31. OcHoBHbIE pa3paboTUuKyu MakeToB st padboTsl ¢ PKI.

32. IlepeueHp ocHOBHBIX pa3paboTunkoB CSP.

33. TpeboBaHus K IKPPOBAHUIO ITPU PAOOTE C TOCYIAPCTBEHHBIMH 3aKa3uMKaMH.
34. KommpomeHTalus KIO4eil.

35. IIpoayxt Vip Net. OcHOBHOM (yHKIIMOHAI.

36. IIpoxyxt OpenVPN. OcHOBHOM (yHKITHOHAI.

37. Kpunrorpaduueckas 3aumura B OC Linux.

38. KsantoBas kpunrorpadus. [lytu pazsurus.

39. VL. UccnenoBanue ysi3BUMOCTEM.

40. Yrtumutsl ans padotsl ¢ SSL B Linux.

41. PaboTa ¢ KOpHEBBIMU CEpTHUPHUKATAMHU.

42. Aynut 6ezonacHocty B Y1,

43. PaccnenoBaHue MHIIMIECHTOB MpU Kpaxke Kitouer Y11,

44. AnMuHUCTpaTHBHAs OTBETCTBEHHOCTH 3a HapyllleHHe periaMenTta padotsl YII.
45. Llentp ynpasnenus cetoto B VIP Net.

46. Ilpasuna 6e3omacHoctu Iptables.

47. Kondurypuponanue ceppuca Fail2ban.

48. B3aumopeiicTBrie KOMIIOHEHTOB UHPPACTPYKTYPhI OTKPBITHIX KITFOUEH.

IlpumepHnuie 3a0anusn 011 mecmupoeanus
1. Yto Takoe iptables:
a) koHcons ynpasnenus MO netfilter.
0) MOJHOLICHHBIN (hacpBOILI.
B) CETEBOW MOCT.

2. Fail2ban - 31o:

a) Meaua-npourpeIBaTeb.

0) Ymunuma 015 O10KUPOBAHUS HECAHKUUOHUPOBAHHO20 OOCHVAQ.
B) CepBep NMpHIIOKEHU.

6. YuyeOHO-MeTOAMYECKOE M HH(POPMALMOHHOE O0ecieYeHrue TUCIHIIINHBI

6.1. CnucoKk HCTOYHUKOB H JINTEPATYPbI

Hcrounukn
OcHoBHbIE
1. @edepanvuwiti 3akon ot 27 utons 2006 r. Nel49-03 «O06 nnpopmannu, nHGOPMALMOHHBIX
TEXHOJOTHSX H O 3amuTe wuHpopManmuu» [DimekTpoHHBIH pecype] : Pexum gocryma

http://www.consultant.ru/document/cons doc LAW 61798/, cBo60aHbI#. — 3ari. ¢ 3kpaHa.

2. @eodepanvrvrii 3akon ot 27 wurong 2006r. Nel52-®3 «O nepcoHaNbHBIX JaHHBIX»
[DneKTPOHHBIM pecypc] : Pexxum JOCTYyTIa :
http://www.consultant.ru/document/cons_doc LAW 61801/, cBoOOAHBII. — 3ari. ¢ SKpaHa.

3. @eodepanvubiii 3akon oT 6 ampens 2011 r. Ne63-O3 [DnextpoHHbI pecype] : Pexum
moctyna :  http://www.consultant.ru/document/cons doc LAW 112701/, cBoGomnbiii. — 3ari. ¢
9KpaHa.
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4. @eoepanvubiti 3akon ot 27 nexabps 2002 r. Nel84-D3 «O TexHMUYECKOM perHI/IpOBaHHI/I»
[DneKTpOHHBIN pecypc] : Pexum JIOCTyTa
http://www.consultant.ru/document/cons_doc LAW 40241/, cBoOOIHBIIA. — 3ary. ¢ dKpaHa.

5. llpukaz ®Cb Poccum ot 27.12.2011 N 796 (pen. ot 13.04.2022) "OO6 yTBepKIeHUU
TpeboBanmii K cpencTBaM 3JIEKTPOHHOM moanmucu u TpeGoBaHM K CPEeACTBaM YIOCTOBEPSIOILEIO
nenrpa" [DnexTpoHHbIN pecypc]. - Pexum JlocTyna
https://www.consultant.ru/document/cons_doc LAW_ 126209/, cBoO01HBIN B KOMM. BEpPCHH. — 3ari. C
JKpaHa.

JIureparypa
OcHoBHas

1. IIpoxoposa, O. B. MadopmanonHas 6e30MacHOCTh U 3alIuTa HHPOPMAIMH ;| YYCOHUK st
By30B / O. B. [IpoxopoBa. — 6-¢ u3n., crep. — Cankr-IlerepOypr : Jlans, 2025. — 124 c. — ISBN
978-5-507-52899-8. — Tekcr : anekTpoHHbIH // JIaHb : anekTpoHHO-Onbnuoreunas cucrema. — URL:
https://e.lanbook.com/book/462293. — Pexxum noctyma: 1j1si aBTOpU3. TOTB30BATEIEH.

2. bananos, A. H. 3amura nnpopmannonssix cucteMm. KubepoezomacHocTs : yueOHOe mocodue
nst By3oB / A. H. bamanoB. — 3-e u3n., crep. — Cankrt-IletepOypr : Jlans, 2026. — 280 c. — ISBN
978-5-507-56255-8. — Tekcr : anekTpoHHbIH // JIaHb : anekTpoHHO-Onbnuoreynas cucrema. — URL:
https://e.lanbook.com/book/514704. — Pexxum noctyma: 1jisi aBTOpU3. TOTB30BATEIEH.

3. Urnatees, E. b. 3amura undopmanuu: kpunroanroputmsl xemmposanus / E. b. rnarbes.
— Cankrt-IlerepOypr : Jlanp, 2023. — 264 c¢. — ISBN 978-5-507-45962-9. — TekcT : 2MeKTPOHHBIN
// Jlanb : anexTpoHHO-OMOMHoTeyHas cucremMa. — URL: https://e.lanbook.com/book/311792

4. Pauees, C. M. MaremaTuueckie METOJIbl 3alUThl MHPOpPMAIMK U HX OCHOBBL. COOpPHHK
3agau / C. M. PaueeB. — Cankr-IlerepOypr : Jlanp, 2023. — 140 c. — ISBN 978-5-507-45197-5. —
Texcr : oanekrpoHHbli //  Jlamp @  3JeKkTpoHHO-OMOnmmoreuHas cucrema. —  URL:
https://e.lanbook.com/book/292913

JlononauTenbHas
5. Pamees, C. M. Marematuuyeckue Metoasl 3amuThl nHGopmarmu / C. M. PaneeB. — 2-e uzn.,
crep. — Cankr-Ilerepoypr : Jlanp, 2023. — 544 c. — ISBN 978-5-507-47085-3. — TekcT :
AIIEKTPOHHBIN // Jlanb : 3JIEKTPOHHO-OMOIMOTEeUHAs cUCTEMA. — URL:
https://e.lanbook.com/book/326153
6. Kpakosckuii, 0. M. Metonp! 3auutsl nHbopmanuu : yuedHoe nocobue ais By3oB / 0. M.
KpakoBckuii. — 3-e uzn., nepepadb. — Cankt-IlerepOypr : Jlanp, 2021. — 236 c. — ISBN 978-5-

8114-5632-1. — Tekct : anekTpoHHbIN / Jlanb : 3nmekTpoHHO-OmOMmoreuHas cucrema. — URL:
https://e.lanbook.com/book/156401.

7. EpmakoBa, A. lO. Kpunrorpadpuueckue MeToasl 3amuTel HHPoOpManuum : y4deOHO-
Metonudeckoe nocobue / A. 0. EpmakoBa. — Mocksa : PTY MUPDA, 2021. — 172 ¢. — Texkcr :
AIIEKTPOHHBIH // Jlanp : 3JIEKTPOHHO-OUOIMOTeUHAs cUCTEMA. — URL:

https://e.lanbook.com/book/176563.
8. Bomukos, B. II. Teopus u meroasl kpuntorpadpudeckoil 3amuTsl HHPOpMaLuU : yueOHOe
nocobue / B. II. Bomukos, B. I'. CanaukoB. — Mocksa : MTYCH, 2021 — Yacts 1 — 2021. — 77

c.— Tekct: onexkTpoHHslii// Jlamp : 21IeKTpoHHO-OMOMMOTeuHass cucrema. — URL:
https://e.lanbook.com/book/215195.

6.2. IlepeueHb pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTH « AHTEepHET».

Odunmanbubiii  caiit  kommanuum  Kpunrtonmpo — [DnekTtpoHHbli  pecypc]:  Pexum
nmoctyna: http://www.cryptopro.com/, CBOOOIHBIN. — 3aril. ¢ KpaHa.
Lentp pa3paboTKu Kpunrtoxkom [DneKTPOHHBIH pecypc]: Pexxum

noctyna: http://www.cryptocom.ru/products/index.html/, cBo6oHBIN. — 3ari. ¢ FKpaHa.
HanmonanwsHas snexktponnas 6ubnnoreka (HOb) www.rusneb.ru
ELibrary.ru Hay4nas snexktponHas 6nbianoreka www.elibrary.ru
OnexrponHas oubnuoreka Grebennikon.ru www.grebennikon.ru
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6.3. IIpodeccnonasibHbie 0a3bl JaHHBIX H HH(GOPMAIMOHHO-CIIPABOYHbIE CHCTEMbI

Jloctym k npodeccrnoHanbHbIM 0a3am daHHbIX: https://liber.rsuh.ru/ru/bases

WHpopmanroHHbIE CIIPABOYHbIE CUCTEMBI:
1. Koncynsrant Ilnroc
2. Tapant

7. MaTtepuajibHO-TEXHHYECKOe o0ecnevyeHne JUCHMIIIHHbI

I[JIH obecneyeHus JAUCHUITIIMHBI HCIOJIb3YCTCA MaTCpraJIbHO-TCXHUYICCKAA baza
00pa30BaTeNIbHOTO YUPEKACHUS:

1) i NEeKIMOHHBIX 3aHATUH - yuyeOHasi ay JUTOPHs, 10CKa, KOMIIBIOTEP WM HOYTOYK, IPOEKTOP
(cTaroHapHBINA WK EPEHOCHON) [T JEMOHCTPALUU Y4eOHBIX MaTEepUaoB.

CocraB nporpaMmMHOTO obecrneueHus:

1. Windows
2.  Microsoft Office
3. Kaspersky Endpoint Security

2) ans MPAaKTUYECKUX 3aHATHH — KOMIIBIOTEPHBIA KIAcC WJIM JIabopaTopusi, J0CKa, MPOCKTOP
(cTaMOHApPHBIM UM TEPEHOCHOM), KOMIIBIOTEp WJIM HOYTOYK JJIsl pEroAaBaTessi, KOMIbIOTEPHI s
0o0y4aromuxcs.

CoctaB nporpaMMHOro 00ecreueHHs:
Windows

Microsoft Office

Kaspersky Endpoint Security

Mozilla Firefox

Microsoft Share Point 2010

Vmware Player 15.5 +

I'octeBas OC CentOS 7
nemo-nuctpudytussl CK3U «Kpunto-Ilpo».

e Al

g

Oo0ecneyenne 00pa3oBaTeIbHOIO NMpPoOLECCa VIS JIUL ¢ OTPAHNYCHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI 1 HHBAJIN/I0B

B xonme peamuzanuu JUCHHIUIMHBI HCIONB3YIOTCS CIEAYIONIUE JAOMOTHUTENbHBIE METOIbI
00y4eHUs, TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH M TMPOMEXYTOYHOW aTTecTali OOyYarolIuxcs B
3aBHCHUMOCTH OT UX WHANBHUAYAIbHBIX OCOOEHHOCTEH:

® I CJCMHBIX U CJ'Ia6OBI/II[$[HH/IXI JICKIOIUN O(i)OpMHSIIOTC?[ B BHUAC DBJICKTPOHHOI'O IOOKYMCHTA,
JIOCTYITHOTO C TIOMOIIbI0 KOMIBIOTEPA CO CHENHMATU3UPOBAHHBIM MPOTPAMMHBIM 00ecIieYeHHEM;
MUCbMCHHBIC 3aJlaHUs BBINIOJIHAIOTCA Ha KOMIIBIOTEPE CO CIHCHHAJIM3UPOBAHHBIM IIPOTrpaMMHBIM
oOecrieueHHeM WM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM; OOECIICUMBACTCS WHIMBHIYaTbHOE
paBHOMepHOe ocBemieHue He MeHee 300 JIOKC; Il BBIMOJIHEHUS 3aJaHUs TpPU HEOOXOAMMOCTU
MPEOCTABIISICTCS YBEIMUMBAIONIEE YCTPOWCTBO; BO3MOXKHO TaK)Ke HCIOJIb30BaHUE COOCTBEHHBIX
YBEJIIMYUBAIONINX YCTPOUCTB; MUCHMEHHBIC 3a/IaHMs ODOPMIISIFOTCS YBEIMYCHHBIM MPU(TOM; K3aMeH
1 3a4€T MPOBOASATCS B YCTHON ()OpPME WIIM BBIMIOJHSIOTCS B MMCBbMEHHOM (DOpME Ha KOMITBIOTEPE.

® I TNIyXux " CJ'Ia6OCJ'II)IIHaH_II/IX: JICKOUHN O(i)OpMJ'I?[IOTCSI B BHUAC JSJICKTPOHHOI'O AOKYMCHTA,
a100  TPEJOCTAaBJIACTCS  3BYKOYCWJIMBAIONIAS — ammapaTypa HWHIWBUAYAIBHOTO  TOJb30BAHUS;


https://liber.rsuh.ru/ru/bases
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NUCbMEHHBIE 33JaHUSl BBIMOMHAIOTCS HAa KOMIIBIOTEpPE B MHCBMEHHOH (opme; 3K3aMeH U 3a4éT
IPOBOJATCS B MUCBbMEHHON (hOpME Ha KOMIIBIOTEPE; BO3MOKHO IIPOBEIEHUE B (DOpPME TECTUPOBAHHUS.

® ISl JIMI] C HAPYUICHUSMHU OINOPHO-ABUTaTEeNbHOIO ammapaTa: JEKIUH O(OpMIISIOTCS B BUIEC
JIEKTPOHHOI'O JIOKYMEHTa, JOCTYIIHOTO C IIOMOLIbIO KOMIIbIOTEPA CO CIELUAIN3UPOBAHHBIM
IpOrpaMMHBIM ~ OOecrieueHHeM; IHChbMEHHbIE 3a/laHUsl  BBIOJMHSIOTCS Ha KOMIIBIOTEpE CO
CIELUAIM3UPOBAHHBIM NIPOrPAMMHBIM 00€CIIEUEHUEM; IK3aMEH U 3au€T MPOBOJATCS B YCTHOH hopme
WJIY BBITIOJIHSIOTCS B MIMCBbMEHHOM (hopMe Ha KOMIIbIOTEpE.

[Ipu HE0OX0AMMOCTH MpeayCMaTPUBAETCS YBEJIIMYEHHE BPEMEHU /171l TIOJrOTOBKU OTBETA.

[Tponierypa npoBeaeHHUs MPOMEKYTOUHOM aTTeCTalMM Ui O0y4aroIlIMXCs yCTaHABJIMBAETCS C
y4€TOM UX MHJIUMBUIYAJbHBIX NMCUX0(HU3NUecKX ocobeHHocTel. [IpomexyTouHas aTrectaius MOXKET
IIPOBOAMTHCS B HECKOJIBKO JTAIOB.

[Ipy mnpoBeneHuMu NpPOIEAYPHl OLIEHUBAHUS pPE3YyJIbTAaTOB OOYy4YEeHHs IpeaycMaTpuBaeTcs
UCTOJIb30BaHUE TEXHUYECKHX CPEICTB, HEOOXOIUMBIX B CBSI3U C MHAMBHIYaJbHBIMH OCOOCHHOCTSIMU
oOydJaromuxcsi. OTH CcpeAcTBa MOTYT OBbITb NPEJOCTAaBIEHbl YHHUBEPCUTETOM, WJIM MOTYT
HCTIOJIb30BATHCS COOCTBEHHBIE TEXHUYECKHE CPEJICTBA.

[IpoBenenue nponeaypbl OLIEHUBAHUS PE3yJIbTaTOB OOYUEHHUS TOIYCKAETCs C MCIOJIb30BaHUEM
JUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOIOTHH.

ObecnieynBaeTcss IOCTYNl K WHGOPMAIMOHHBIM M OuOIMOrpaguueckuM pecypcam B CETH
WuTepHeT 11 Kaxkoro odydaromierocs B popMax, alaiTUPOBAHHBIX K OTPAaHUYEHUSM UX 370POBbS U
BOCHPUATHS HH(POPMALIUU:

® sl clenblX M cHaboBUIANIMX: B Ie4aTHOW (opMe yBETUUEHHBIM MIpUPTOM, B (dopme
AJIEKTPOHHOTO IOKyMEHTa, B (hopme ayauodaiiia.

® JUIs TIYXUX U caa0O0CbIIIaluX: B IeyaTHoi Gpopme, B popMe 3IIeKTPOHHOTO TIOKYMEHTA.

® 17151 00yYaloOUIMXCs ¢ HapyLIEHUSIMH ONOPHO-JBUTATEIbHOIO ammapara: B neyaTHod ¢opme, B
(bopMe 3MEeKTPOHHOTO JOKYMEHTa, B (hopme ayauodaiina.

VY4yeOHble ayIUTOPUM A BCEX BHMJOB KOHTAKTHOM M CaMOCTOSTEIbHOH paboThl, Hay4yHas
OuOnIMOTEKa M MHbIE TMOMEIIeHUsS Ui OOy4eHHs OCHAILIEHbl CHEIHalbHBIM O0OpYJOBaHHEM U
yueOHBIMU MECTaMU C TEXHUYECKUMU CPEACTBAMU O0YyUEHUS:

® IS CJENbIX U CIA0OBUISAIINX: YCTPOMCTBOM JUIsl CKAHUPOBAHUS U YTEHUs ¢ kamepoil SARA
CE; nucnneem bpaiuis PAC Mate 20; npuntepoMm bpaiinsg EmBraille ViewPlus;

® I TIIyXUX M CJIa0OCTBIIIAIIKMX: aBTOMATU3HPOBAaHHBIM pabo4YMM MECTOM JJisi JIIOAEH ¢
HapyIlIEHUEM CIIyXa U c1a00CbIIIAINX; aKyCTUUECKUH YCHUIINTEINb U KOJIOHKHY;

® i OOy4YaloIIMXCSl C HapyIIEHUSMU OINOPHO-ABUIATEIBHOIO armapara: IepeABHKHBIMHU,
perynupyeMbiMu  sproiomudeckumu napramMmu CH-1; KOMIBIOTEPHON TEXHUKOH €O CHELUAIbHBIM
IIPOrPaMMHBIM 00€CTIEYeHUEM.

9. Metoauyeckue MaTepuaJbl
9.1. Ils1aHBI NPAKTHYECKUX 3AHATHI

MeTtoauyeckue yKazaHus 110 OPraHU3ali U POBeJCHUIO

Tembl yuyeOHOW TUCHMIUIMHBI MPETyCMAaTPUBAIOT MPOBEACHHUE MPAKTUYECKUX PabOT, KOTOpHIE
CIIy’KaT Kak LIEeJIsIM TEKYIIEro U MPOMEXYTOUHOTO KOHTPOJISI 3a MOATOTOBKOW CTY/AEHTOB, TaK U LIEISAM
MOJYYeHHUs NPAKTUYECKUX HABBIKOB MPHUMEHEHHMS METOAOB BBIPAOOTKM pELICHUH, 3aKperuieHus
M3yYEeHHOTO MaTepHasa, Pa3BUTHA yMEHHWH, MPHOOPETEHUs OIbITAa PEHICHUS KOHKPETHBIX NpPOOJeM,
BEICHUSl TUCKYCCHUI, apryMEeHTallul M 3aIlUThl BBIOpAaHHOTO peuieHus. [lomMompb B 37TOM OKa3bIBaIOT
3aJjaHus JUIsl IPAKTHUECKUX paboT, BblJaBaeMble IpEnojaBaTesieM Ha KaXk/IOM 3aHSTHUH, 3a/laHus Ha
CaMOCTOSITEJIBHYIO TOATOTOBKY, IEPEYEHb BOIPOCOB JUIsl MOATOTOBKM K 3a4€Ty M KOHTPOJIbHBIE
JIOMAIITHUE 33/IaHUS UTsI CAMOCTOSATEIBHOM paboThI CTYICHTOB.

Heabr0 npakTUYeCKUX pPabOT sABISETCS 3aKpelieHHMEe TEOPETHMUYECKOro Marepuana Hu
pPUOOpETEHUE  MPAKTUYECKMX  HABBIKOB  HCIIOJIB30BAHMS ~ METOJOB IPUMEHEHHUS  I1aKETOB
KOMIIbIOTEPHON MaTeMaTUKU B MPO(eCcCHOHANBHOM AeATeIbHOCTH, IPUMEHTh HABBIKU Ui IPUHATUSA



14

HanOonee 3(P(PEeKTUBHBIX pEHICHUH B YCIOBUSAX OBICTPO MEHSIOUICHCS PEaTbHOCTH, AJsL ObICTpOH
aanTayy K M3MEHSIOIUMCS YCIOBHUSIM AEATEIbHOCTH.
Temaruka NpakTU4YECKUX paboT COOTBETCTBYET IMPOrpaMMe Kypca.

IpakTuyeckoe 3ansaTue 1(12 4.). UccinenoBanne Mexann3mMon 3amuthbl 11

Llenv pabomul: oMyYeHUE NPAKTUIECKUX HABBIKOB B uccienoBanuu DI

VYkazanus no évinonnenuro sadanus: o6paTuTh BHUMaHKUE Ha JUIMHY Kitoued pu padote ¢ DL,
Buinonnenue 3aoanus:

B xoze npakTuueckoit paboThl UMUTHPYETCS MPOIECC, OCYIIECTRISIONINNA HECAHKITMOHUPOBAHHBIN
noctyn k pecypcam OC. 3ajaua cTyieHTam, Kak Oyaymum aaMuauctparopam C3M, cBoeBpeMEHHO
aHaAJIM3UPOBATh U BBISBISATH MOJOOHBIE YTPO3bI.

KoumponvHuvie 6onpocur:

1. Bunsl cepTudukaToB.

2. MeTtoapl KOMIPOMETALMU KITFOUEH.

3. MeToap! JeMacKupoBaHusl BPeIOHOCHBIX POrPaMMHBIX areHToB mpu padote ¢ DI

Cnucok nurepaTyphl:

[TpuBenén B . 6 nannou PIIJ]

MamepuanvHo-mexuuueckoe obecneyenue NPAKMU4ecKko20 3aHamus. ayAUTOpUsl, OCHAILIEHHAs
MPE3EHTAIIMOHHON TEXHUKOMW (TIPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK). KOMITBIOTEPHI 110 KOTUYECTBY
obyuaromuxcs ¢ pazsépuytoir OC MS Windows, Buptyansaoit mamunoit VMPlayer ¢ rocteBoit OC
VMPlayer ¢ rocteBoit OC CentOS 7. 3aHsATHS TPOBOAATCA B CIIEIUAIBHO 000PYI0BAHHOM
KOMITBIOTEPHOM KJIacce.

IIpakTuyeckoe 3ansaTue 2(12 4.). Crpykrypa undposbix ceprudpukatoB. O3HAKOMIICHUS
CTYCHTOB C 00513aTeJIbHBIMH H I0NOJHUTEJIbHBIMH NOJISIMH CepTH(PUKATOB

Llenv pabomul: NOTyYeHUE NPAKTUYECKUX HABBIKOB PaOOTHI ¢ CepTU(PHUKATAMHU.

Yxazanus no eévinonnenuro 3a0anus: 0OpaTUTh BHUMAaHKUE Ha JONIOJHUTEIbHBIE 110JI CETU(UKATA.
Buinonnenue 3aoanus:

B xone npaktuyeckoil paboThl CTyI€HThI 00y4ar0TCsl CO3/1aBaTh CEPTU(UKATHI U UX UMIIOPTUPOBAHUS
B Y1I.

Konmponvnuvle éonpocbi:

1. CtpykTypa ceprudukara

2. [Ipouenypa or3biBa ceprudukara B Y1I.

3. Ilpouenypa UMHOPTUPOBAHUS CEPTU(PUKATOB.

Crucok ureparypsl:

[IpuBenén B 1. 6 nannoi PI1/]

Mamepuanvro-mexnuueckoe obecneueHue npaKmuiecko2o 3aHamus.; ay TMTOpUs, OCHAILlEHHasI
MPE3CHTAIIMOHHON TEXHUKOH (IIPOEKTOP, IKPaH, KOMITBIOTEP/HOYTOYK). KOMITBIOTEPHI 10 KOJTHYECTBY
oOyuatomuxcs ¢ pa3sépuyroir OC MS Windows, BuptyanbHoii mammmuoit VMPlayer ¢ rocteBoit OC
VMPlayer ¢ rocteBoit OC CentOS 7. 3aHATHS IPOBOAITCS B CIIEIUATBHO 000y T0BAHHOM
KOMIIbIOTEPHOM KJ1acce.

IIpakTuyeckoe 3ansaTue 3(14 4.). Ucnonb3oBanue pyHkumii mpoBaiiiepa KpUNTOrpagpuuecKux
yeayr. [Ipuodperenue cryneHTaMu HaBbIKOB padoTsl ¢ yruiautamu CK3U «Kpunro-IIpo»

Llenv pabomul: iomy4yeHne NpakTuaeckux HaBbIKOB paboTel ¢ CK3U «Kpunro-IIpoy.

Ykazanus no eévinonnenuro 3a0anus; 06paTUTh BHUIMAaHUE HA UCIIOJIb30BaHUE IIJIaruHa Mpu padore ¢
rpaduyeckoit o6onoukoit B Web-0paysepe.

Buinonnenue 3aoanus:
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B xozxe npaktudeckoit paboTsl cTyaeHTsl 00y4arotes ¢ npoaykramMu CK3U «Kpumnro-ITpoy.
Konmponvhuvie éonpocbi:

1 Haznauenue CK3U «Kpunro-IIpo».

2 Ilepeuenp anroputmoB mudposanus, noaaepxkuBaeMbix CK3U «Kpunro-IIpo».

3. Iognepxkka miarnna CK3U «Kpunro-ITpo» pasubimu 6pay3epamu.

Cnucok nureparypsi:

[IpuBenén B 1. 6 nannou PI1/]

Mamepuanvrno-mexnuueckoe obecneueHue NpPAKMUYECKO20 3AHAMUA. AyIUTOPHs, OCHAIIECHHAs
MPE3EHTALIMOHHOW TEXHUKOU (MPOEKTOp, dKpaH, KOMIbIOTEP/HOYTOYK). KoMIbIoTEephl IO KOIMYECTBY
obyuatomuxcs ¢ pazBépayroir OC MS Windows, BuptyansHoii Mammaoi VMPlayer ¢ rocreBoit OC
VMPlayer c¢ rocreBoit OC CentOS 7, nemo-muctpubytuBbel CK3U «Kpunro-Ilpo». 3anstus
MPOBOJIATCS B CHEIMAIBLHO 000PYI0BAaHHOM KOMITBIOTEPHOM KJIAccCe.
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[Ipunoxenue 1. AnHHOTaLIMS
paboueii mporpaMMBbl TUCITUTUTHHBI

AHHOTAIIUSA PABOYEN ITIPOT' PAMMBI JIUCIIUTLIIAHBI

[lenb IUCHMIIMHBLI: HAY4YUTh CTYAEHTOB INpUeMaM paboTbl ¢ HMH(QPACTPYKTYpOH OTKPBITHIX
KJIH04el ¥ HU(POBBIMU CepTUPHUKATAMHU.

3anaun: GopMUPOBAHUE y CTYACHTOB IPEJCTaBICHUNA 00 HHPPACTPYKTYype OTKPBITHIX KIHOUEH,
BbIpabOTKa YMEHMI pa3BOpauMBaTh M HACTPAaUBaTh YAOCTOBEPSIONIUE LIEHTPbI, HAYYUTh CTYJCHTOB
MCIOJIb30BaTh MEXaHU3Mbl 00ECIICUEeHUS FOPUANUECKON 3HAUYMMOCTH JIOKYMEHTOB.

B pe3ynbraTe 0cBOEHUS AUCHUIUIMHBI O0YUYaOLIUICS T0JKEH:
® 3HaTh OLICHKH PabOTOCIIOCOOHOCTH MPUMEHSIEMBIX CPE/CTB 3aLIUTh MH()OPMAIIH C
ucnonb3zoBanreM npukiiagHoro 110 Crypto Pro u XCA;
® YMeTh OLEHUTh Y3PPEKTUBHOCTH MPUMEHSIEMBIX CPEJCTB 3aLIUThI HH(OPMAIUU C
ucnoinbszoBanueM npukiagHoro [10 Crypto Pro u XCA;
* Brazners HaBbIKaMU ONPEAEIEHUS YPOBHSI 3aIUIIEHHOCTH U JOBEPHUS CPEJICTB 3aLUTHI
unpopmanuu Ha npumepe [10 VeraCrypt u Crypto Pro.



